IRACST - International Journal of Computer Science and Information Technology & Security (IJCSITS), ISSN: 2249-9555
Vol.7, No.3, May-June 2017

Survey on Software-Defined Networking
Mr. Mayur Bhagwan Shirsath
Department of Electronics and TeleCommunications

Technocrats Institute of Technology,Bhopal

Abstract : This is a trackto let developers, researchers and
industry IT manage and control a large amount of network
without having to provision and configure devices on per
device-level basis. Instead of that the control logic of
networking nodes is decoupled from the Data path logic. This is
done by having one or more controller install, manage and
distribute protocols describing how to handle traffic on the
switches across the entire network. In another words, SDN is
an approach to make networks programmable and easy to
manage and control also.

ii.

The control plane is used for calculations and
performing actions on the data plane.

iii. The management plane it always runs on the
similar processor as the control plane.

II.

CONCEPT

A. SDN :
Keywords: Virtualization, Software defined networking (SDN),
traffic flow, network packets, network virtualization platform,
controllers.

I.

INTRODUCTION

Software-Defined Networking is an architecture for
computer networking. The Software-defined networking
SDN is an approach to computer networking that allows
network administrators to initialize, control, change, and
manage network behavior dynamically via open interfaces
.Also the abstraction of lower-level functionality. SDN is
meant to address the fact that the static architecture of
traditional networks doesn't support the dynamic, scalable
computing and storage needs of more modern computing
environments like data centers.
Software-defined networking is an framework
should be cost-less, and suitable and should be used for the
bandwidth, it is very useful for today's applications. SDN
architecture separates the control of network and it is
forwarded to enable network control to access directly
programmable.
Progress of a router is given to the planes that is Forwarding
Plane, Control Plane or Management Plane :
i.

The data plane used for handling the data packets
and performing tasks, as per rules that we always
look up into tables.

Basically SDN takes components of networking, which were
previously integrated into one large, jumbled mess and
breaks to them out into different components with
Traditionally the networking has been performed through
two types of abstractions, a "Data plane" and a "Control
plane".
The data plane fastly processes packets: it looks at the state
and packet header and then make a forwarding decision. The
control plane is puts that forwarding state there. However,
different network requirements like VLANS and the
integrated approach have made the control plane too
complicated and unwieldy to update. Consequently, SDN is a
new architecture for abstracting these decisions into different
modules: A new "Network OS", and a "Virtualization
Layer". The Network OS runs on servers and observing and
controlling the data plane.
How compilers handles problem down and provide solution
for developers, SDN instead:
1.

Simplifies interface for control program that is for
developers creating "apps" on SDN.

2.

It pushes complexity into reusable code.

OpenFlow is parallel to SDN for achieveing the control
plane and data plane. They are communicate and sort of
analogous to the x86 spec. By giving access to network
topology the SDN grants people to virtualize their network.
pretty Same to how Amazon and VMW are giving
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permission to peoples to virtualize their computing servers,
SDN allows people to virtualize their networks.
There is one obvious implication is that network
management becomes simpler. SDN also speeds up the
innovation because testing can now be performed in
simulation software rather than hardware and SDN can be
deployed incrementally rather through a set of compatible
hardware devices. Updating TCP/IP is difficult and slow, and
researchers have trouble facing to changes with real-traffic.

B. SDN Control Plane :
i.

Types:1)Centralized 2)Hierarchical 3) Distributed

ii.

In short, SDN seprates the packet assisting hardware
from the network intelligence and it is used to
controlling it. The implementation of the SDN control
plane can follow a centralized, hierarchical and
decentralized design as types. Initially SDN control
plane proposals focused on a centralized solution,that is
a single control entity which has a global view of the
network. This simplifies the implementation of the
control logic, it has scalability limitations as per the size
and dynamics of the network increase. To overcome
that, no of rules have been created in the literature that
will goes into following categories i.e. hierarchical and
fully distributed approaches. In hierarchical solutions,
distributed controllers operate on a partitioned network
view, while decisions that are require network-wide
knowledge are taken by a logically centralized root
controller. In distributed approache, controllers are
operating on their local view or they may exchange
messages to access the knowledge. Distributed
solutions are more feasible for supporting adaptive
SDN applications.

iii.

III.

A software-defined networking architecture defines how a
networking and computing system can be built using a
combination of open, software-based technologies and
commodity networking hardware that separate the control
plane and the data layer of the networking stack.
Mainly
both the control and data plane elements of a networking
architecture are packaged in proprietary and integrated code
distributed by one or more proprietary vendors. In 2008
Open Flow standard was created and it was recognized as
first SDN architecture that defines how the control and data
plane elements should be separated and communicate with
each other using the Open Flow protocol. There are different
standards and open-source organizations with SDN
resources, so that Open Flow is not the only rule to makes up
SDN. There are three SDN layers: In that architecture, the
separation of the control and data forwarding functions is
referred to as “disaggregation,” because these pieces can be
placed separately, rather than one integrated system. This
architecture gives the applications ideas about the state of the
entire network from the controller. There are mainly three
groups of functionality:
•

Applications Layer : These are the programs gather
behaviors
and
important
resources
with
the Controller. In addition, the applications can
build an abstracted view of the network by
collecting information from the controller for
decision-making reasons. These applications could
include networking management, analytics or
business applications which are used to run large
data centers. For example, the application might be
built to recognize suspicious network activity for
security purpose.

•

Controller Layer : This is the logical entity that
receives instructions and requirements from the
Application layer of SDN and relays to the
networking components. The controller extracts
information about the network from the hardware
devices and communicates to the SDN Applications
with an abstract view of the network. It includes
statistics and events about what is going to happen.

•

SDN Networking Devices: The controller is an
integral part of SDN. It should lie between devices
of SDN network. For the network these devices can
handle the data processing strengths. A Northbound

Controller Placement:-

There are many controllers that could use. So need
to knowledge about use case. The important thing to
understand while doing is the propagation delay between the
controllers and the network devices, in the context of large
networks. The solution depends totally on the requirements
.Other objectives that have been considered involve control
path reliability, fault tolerance, and application requirements
also.

Architecture Of SDN:
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interface is described as the communication
between the controller and applications, whereas the
South bound interface is the communication

•

Now Its a time of SDN. The research and work on
SDN was initiated because peoples are started the
upside and the features it provides.

•

The networking field has been around for more than
50years and we have still some major problems that
are to be faced. Where even Wikipedia says the age
of SDN is not more than 15 years.

•

Software have major role in SDN and it has bugs.
But here's software involved in legacy networking
also. Its a just the scope that varies .

•

We have a software running on all legacy devices.
But, its mostly to that specific box with messages
being transferred between the boxes. Networking
devices only worked to networking devices and
middle boxes.
IV. Pros And Cons:

between the controller and the networking
hardware. Because SDN is a virtualized framework,
these elements do not have to be located in the same
place.

Advantages -

The controllers can gather the elements of network by
using protocol and the controller is fully authorative for
what actions the elements performing. The controller
software is not made by the vendors and is is actually
handled by the network user.

•

Operating and Hardware Cost

•

Overhead Reduction

•

More Efficient Network Planning

•

More Efficient use of Network Resources

•

Holistic, Centralized Network Management

•

Enable “Network
Network Impact”

•

Improved Ability to Respond to Cyber Threats

•

Hardware savings and reduced capital expenditures

•

Guaranteed content delivery.

Disadvantages –

Experimentation

Software defined networking is a currently
buzzword. The real advice is to turn the control of
network from distributed to centralized. Now,
completely centralized is too dangerous, as it presents a
single point of failure that is operationally unacceptable,
so almost all architectures that I have seen propose
replicated
controllers.

A. Pros :
PRO: If you write your own, you will get exactly what
you want. You want your packets to take a left turn at
Albuquerque? No problem.
Without

PRO:

I

can

deploy

more

controllers

locally.

PRO: You get to buy commodity white-box hardware.
Now, as long as it talks to the controller, you're
good. All the complicated smarts go in to the controller.

PRO: You don't have to pay <network vendor> their
outrageous premium for their integrated software stack.
PRO: All of the bugs in the network are now only in the
controllers. All software is going to have bugs. Now you
only
have
bugs
in
the
controllers.
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PRO: Having all of the errors in single place is easier to
handle.
PRO: We can deploy multiple different controller stacks.
PRO:

B.

We

can

deploy

more

controllers.

Cons:

SDN is next big implementation in world after the creation
of
mobile
smartphones.
I believe NEC is making rapid progress in the field of SDN
with its webscam software and Universe Hardware using its
Programmable flow technology.
This is related to make the creator of new businesses much
simply by adding to its flexibility. Turn of data will not be a
difficult task in the future and peoples will enjoy the benefits
of SDN.

CON: The stack is fully handles and supported, and is
known to operate.
CON: You just became a system integrator. How do you
ensure that controller A works with element B? You'd
better test it.
CON: You hope. It looks like that there will be many
errors in the elements too.
CON: Having single set of errors means that you lack
diversity. Any errors will take down the responsible
controller can easily take down the secondary
controller(s).

VI. CONCLUSION :
This paper is importantly created for networking
study as it contains the ideas that never used before. Getting
right idea and important information about SDN and Hence
we searched all papers that are used for Software defined
networking and completed the survey .

CON: Well, there go your management savings.
CON:

And

pay

to

maintain

and

test

them.

CON: What happens when parts of the network fail?
And parts will fail. Dealing with that is still the biggest
thing that the network control plane has to do. In the
distributed control plane, each element will try to
recover. In a centralized control plane, where parts of the
network can be disconnected from the controller.
CON: If you don't deploy lots of controllers, then your
network recovery time (a.k.a. convergence time) can be
long as your controller has to reach all the way across
the network to reconfigure the elements around the
failure.
CON: Well, there go your management savings. Are we
approaching towards point that there will be the number
of controllers is closed the number of elements?
Movement of data will not an big task in the future and
people will enjoy the benefits of SDN.

V. Future scope of SDN :
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