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I.

INTRODUCTION

communication networks by their users leads to huge
amount of user-generated communication data. Due to

Social

networking

sites

have

become

the popularity of social media cyberbullying become the

immensely popular in the last few years. More than

major

and

millions of users have used these websites as

cyberbullying behavior received more and more

communication tools and as real-time, dynamic data

attention. Cyberbullying may cause many serious and

sources. Where users can create their own profiles

negative impacts on person’s life and even leads to teen

and communicate with other users regardless of

problem

in

online

communication

suicide. In the existing system the set of unique features
derived from Twitter such as network, activity, user

location and physical limitations. Cyber criminals
have utilized social media as a new platform in

and tweet contents. By using these features the
cyberbullying words which are presented in the tweet
contents

are

detected

using

machine

learning

algorithms. The rumor tweets are detected using
syntactic and semantic techniques. The cyberbully
detection and rumor detection on twitter network are
done separately in the existing technique. In the

committing different types of cybercrimes such as
phishing,

spamming,

spread

of

rumors,

and

cyberbullying.
In particular, cyberbullying and rumors has
emerged as a major problem along with the recent

proposed work the detection of cyberbully words and

development of online communication and social

rumor tweets on twitter are integrated into a single

media. Cyberbullying can be defined as the use of

application, along with these the cyberbully contents in

information and communication technology by an

the tweet comments will be detected using Naïve Bayes

individual or a group of users to harass other users.

and Random Forest classifier. The name, gender and

Cyberbullying has also been extensively recognized

age of the cyberbully tweeted people will also be

as a serious national health problem, in which victims

detected using feature extraction technique. By using
type and topic specific classification and Twitter speechact classifier, the rumor tweets will also be detected in
this proposed work.

demonstrate a significantly high risk of suicidal
ideation. Cyberbullying is a substantially persistent
version of traditional forms of bullying with negative
effects on the victim.Social media provides users not

Keywords-Cyberbullying Detection; Machine learning
algorithms; Twitter; Feature extraction; Rumor detection.

only a good platform for communication and
information sharing, but also an easy access to fresh
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news. However,these platforms are also places where

detection of rumor is also important but finding the

users experience bullying as victims, bullies or

rumors is a complex task [3]. In this proposed work,

bystanders. One study conducted by national anti-

different types of aspects will be considered to

bullying charity has shown that two out of three 13-

overcome the different issues on detecting rumors.

22 years old who were surveyed have been victims of

The type and topic specific classification and Twitter

cyberbullying [1, 2]. Applying machine learning may

speech-act technique, Naïve Bayes classifier will be

provide successful or unsuccessful cyberbullying

used to detect the rumors on twitter. In this paper

predication results, because building a successful

section II describes the related works, section III

machine learning model depends on many factors and

describes the proposed work and section IV describes

the features extracted from the twitter network are

the conclusion of the paper.

used to train a machine learning algorithm for getting
II.

the effective results. The Naïve Bayes and random

RELATED WORKS

forest classifiers is used to detect the cyberbullying

This section contains brief reviews about

content which are present in the tweets and

some existing works in cyberbullying and rumor

comments.

detection.

Rumors is also considered as a serious

Chen et al. developed an approach for bullying

the

detection that was equipped with a lexical syntactic

cyberbullying. There are widely varying definitions

feature, Although lexical features perform well in

of the term “rumor”, a rumor could be both true and

detecting offensive entities without considering the

false. A rumor is a claim whose truthfulness is in

syntactical structure of the whole sentence, they fail

doubt and has no clear source, even if its ideological

to distinguish sentence offensiveness which contain

or partisan origins and intents are clear [4]. Due to

same words but in different orders [2]. Using data

the development of social network, the amount of

sets from Myspace, Dadvar et al. developed a gender

information has been growing explosively. However,

based bullying detection approach that used the

the quality of information does not become better. All

gender feature in enhancing the discriminative

kinds of false information, especially rumors, have

capacity of a classifier, not all the users provide

permeated almost every corner of social networking

complete information it leads to the imbalancing of

sites. Therefore, automatic assessment of information

the datasets it affects the efficiency of the model [6].

credibility has received considerable attention in last

Nalini and Sheela proposed an approach for detecting

years. Detection of rumors is one of the critical

cyberbullying messages in Twitter by applying a

research topics of information credibility. It is often

feature selection weighting scheme and latent

viewed as a tall tale of explanations of event

dirichlet allocation [7]. Chavan and Shylaja included

circulating from person to person and pertaining to an

pronouns, skip-gram, TF-IDF, and N-grams as

object, event, or issue in public concern. The rumor

additional

that spreads in the twitter networks create a severe

classification accuracy of their model, the TF-IDF is

issues on the victims side so along with the

not semantic [8].

problem

in

social

networks

along

with

features

in

improving

the

overall

cyberbully detection on the twitter network the
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There are a large number of related studies

algorithm for detecting the cyberbully words in

on rumor detection. Most works focused on detecting

tweets, tweet comments and also it will find the

rumors by shallow features of messages, including

rumor tweets. Finally the name, gender and age of the

content,

cyberbully tweeted people are extracted from the

blog

features.

This

method

obtains

significant improvement, compared with the state-of-

input data.

the-art approaches. But such shallow features cannot

Cyberbully words on tweets, comments and Rumor

differentiate the rumor messages from normal

from input dataset, which includes 3 Steps,

messages in many cases [3]. Sardar Hamidian and
Mona

Diab

illustrates

rumor

detection

The proposed work will detect

A. Data Preprocessing

and

classification, natural language processing tools are
used for detection, classification and verifying, there

B. Cyberbully Detection
C.

Rumor Detection

are four major aspects to be checked: Provenance,
Source,

Date

and

location.

Verifying

the

trustworthiness of the data is complex [4]. Another

A. Data Preprocessing

detection model use syntactic and semantic feature
Social

which gives an effective result, the accuracy is above

network

data

are

noisy,

thus

90%. An extensive literature review has been made

preprocessing has been applied to improve the

on above existing techniques Based on the above an

accuracy of the input data. This includes removing

accurate method is needed for predicting the above

stop words. Stop words are usually like “a”, “as”,

tasks. Hence to overcome the limitations of existing

“have”, “is”, “the”, “or”, etc. Stop words mainly

techniques, intelligent text mining techniques will be

used for consumed memory space and processing

proposed by incorporating rumor detection and

time.

cyberbully detection from the twitter with the aim of

B. Cyberbully Detection

providing accurate results and less error rate.
In cyberbully detection, the bullying words
III.

PROPOSED WORK

in the tweet contents and tweet comments are

The Figure 1 represents framework for the

detected using the machine learning algorithms. After

proposed work which can be explained as follows:

getting the output from the preprocessing step, the

the process of detecting cyberbully words and the

output file will sent to the classification algorithms.

rumor tweets from input dataset. The input twitter

There the trained classifier will be used for detection.

dataset is collected from the given (web address) link

The training dataset consist of list of cyberbullying

http://lsir.epfl.ch/research/datasets. An Input dataset

words. With the training dataset the preprocessed

is sent to data preprocessing which is applied to

twitter dataset is tested for bullying word presence or

improve the quality of the input data. The data

not. The Naïve Bayes and the Random Forest

preprocessing also includes removing stop words and

classifiers are mainly used to detect the cyberbully

special

data

words present in the tweet contents and comments.

preprocessing the output data is sent to classification

This method will also be identify the information of

characters.

After

performed

the

cyberbully tweeted people.
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class: present or absent [6, 13]. The classifierscan be
1.

greatly

Naïve Bayes

simplified

by

assuming

that

features

asindependent class, that is
The Naive Bayes classifier technique is
P(c | x) = P(x | c) * P(c) / P(x)

based on Bayesian theorem with independence
assumptions between predictors. The classifier is

Where, variable P is a probability, variable c is a

easy to build, with no complicated iterative parameter

class and variable x={x1, x2…xn} is a vector.

estimation which makes it particularly useful for

2.

Random Forest

huge datasets.Assume that the presence of absence of
a particular feature of a class is unrelated to the

Random forest classifier is an ensemble

presence or the absence of any other feature. Each

learning technique for classification and regression,

word in a tweet is considered as a unique variable in

which operate by constructing a lot of decision trees

the Naive Bayes classifier to determine the

at training time and outputting the class that is the

probability of that word and whether it belongs to

mode of the classes output by individual trees.

Figure 1. Architecture Diagram for Proposed Work

C. Rumor Detection

the rumor tweeted people information are extracted

In rumor detection, the detection of rumors
will be taken as a classification problem and detected
by using classification techniques such as Naïve
Bayes,

type

and

topic

specific

classification

from the input dataset.
1.

Twitter speech-act classifier
In twitter speech act classifier, there are six

speech act categories that are commonly seen on

technique and Twitter speech-act classifier. Finally,
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twitter. They are Assertion: An assertion is a tweet

Twitter speech-act classifier, finally the cyberbully

that commits the speaker to the truth of the expressed

tweeted and rumor spreading people information will

proposition.So an assertion can be assessed by the

also be extracted. And the integration of cyberbully

truth value of its proposition;Recommendation:

detection and rumor detection in single application

Tweets that recommend things (such as links) or give

makes the detection easier. This proposed model may

advice about a situation fall under this category;

give better result in preventing the users of the social

Expression: Tweets that express the speaker’s

networkfrom becoming victims when compared other

attitudes and emotions towards something; Question:

existing techniques.

Tweets

that

are

asking

for

information

or
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