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Abstract Our objective is to leverage the personal big data to
improve decisions and empower people. Till now big companies
are making money from individuals’ data. Individuals are
creating contents on Facebook, Google, YouTube, Twitter etc.
The more content individuals are creating, the more valuable
these are becoming. But that data effectively belongs to respective
companies. Individuals are creating data, but the profits are
earned by these big organizations. Individuals are sowing and
they are reaping. There is need to tools and services to help
individuals to have fine grained control over their data so that
they can share their data to third parties under their control.
Apart from sharing individuals should be able to make better
decisions based on their data. In this paper our work is twofold.
First we have introduced a new personal data management
framework with architecture and second we have added privacy
feature to that framework to protect the privacy of personal data
at an individual level.
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I.

INTRODUCTION

Personal data is the new class of data that is emerging due
to this digital world [1]. It is any data related directly or
indirectly to an individual. It is in the form of thousands of
emails, phone logs, location information, your searches,
preferences while shopping, transactions data, medical history
etc. You are leaving footprints while browsing the digital
world.
Till now it has been used by big organizations to provide
you with various services to ease your life. Various apps use
these data to provide us with smart services and personalized
experiences. These help users to become more connected,
productive and entertained. You are giving control of your data
knowingly or unknowingly in return of such services. These
types of services are required to ease our life. We need to share
our data in order to run this digital world. That is the need of
the hour. But the question here is who has control of all that
data.

Personal data has great potential but still has not gained its
full potential. It is fragmented as it is collected and gathered by
various different services/applications and companies. Due to
this reason even personal data is inaccessible to individuals
who have created it directly or indirectly. Individuals don’t
have full control over personal data. Due to privacy concerns
and the associated risk of re-identification [2-4], it is not
broadly accessible.
In this paper we introduce a personal data management
framework which will allow users to collect, store and
use/analyze their data and share it with third parties under their
control. Along with the integrated personal data management,
privacy/security concern has also been taken into consideration
so that data can be shared safely under the control of
individual.
II.

PERSONAL DATA MANAGEMENT

Every individual want easy access to data, information and
services. Personal data Management help individuals gather,
store, analyze and use their own data. PDM consists of apps
and tools that save time provide insight and understanding. It
helps individuals to keep them safe and to get basic tasks done
easily. Individuals will get an integrated environment to
manage their personal data from one point and to share it
under their control.
Personal data management services are different due to
•

Volunteered Personal Data

•

Individuals in the control of their data

•

Trust

•

Data analysis for individuals

•

Data tools for individuals
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First is cloud storage systems e.g. Dropbox[5], Carbonite[6]
DIMENSIONS OF PERSONAL BIG DATA

Big data describes a massive volume of structured and
unstructured data that is so large that it's difficult to process
using traditional database techniques. [17-18] .Personal Data
means any information that could identify a person directly or
indirectly. The kind of personal data available have increased
in recent times due to emergence of social media and growth in
mobile devices. It is any information relating to a data subject,
being an identified natural person or a natural person who can
be identified, directly or indirectly, by means reasonably likely
to be used by a data controller or by any other natural or legal
person, in particular by reference to an identification number,
location data, online identifier or to one or more factors
specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that person. [17,19]
Dimensions of individuals personal data that can be
stored, used, and shared under individuals control is
•

Credentials management

•

Relationships

•

Employment career

•

Transactions Repository

•

Preference intentions

•

Contracts

•

Social Stream

and second is personal data repositories but both the options
have only basic type of access control and sometimes privacy is
compromised. Personal Data Store we are presenting here is
different from existing ones due to its privacy part.
V.

PRIVACY CONCERN

Any digital data that individuals create in this digital
connected world has sensitive private information about an
individual. Users are now concerned about the use of their
personal data. There are many revelations about this [7-8].
Numerous risks are associated with personal data and it is very
hard to protect the privacy of the data. Anonymization is lost in
this digital world. Many works have exposed the risks of reidentification or de-anonymization [2-4] [9-10]. There are
many risks associated with data specially geospatial data which
is recorded by smartphone applications [11-12]
Anonymity is hard but numerous methods have been
proposed to solve this problem of de-anonymization [13-16].
Some methods are for very specific type of data and can’t be
extended for other types. While some methods are for very
specific data applications and can provide privacy against some
specific set of attacks.
A new approach we are providing here is to provide the
privacy personal data by minimizing the dimensionality of
data. Our solution will not give access to raw data but the
computation that is done on the personal data to get
information will be transferred from requesting application to
individual’s environment. In this way requesting application
will get the final output not the raw data.
VI.

ARCHITECTURE/PERSONAL DATA MANAGEMENT
FRAMEWORK

The approach taken in our work is that any computations or
algorithms are executed in the safe environment of user
through personal data services. Raw data is not shared with
requesting parties. User has complete control over that
processing as only limited data or summarized results after the
computations are returned.

Figure 1 : Dimensions of Personal Data
Source: http://pimcoach.com/personal-data-management/worldeconomic-forum-graphic-3/

IV.

INDIVIDUAL’S PERSONAL DATA STORE

Individual’s data store is secure centralized location to store
individual’s data. Individuals will fully control usage of their
data. Users will be able to view and manage their data under
their control. Individuals will decide whether to provide their
data in return of services or not. They can have better services
and algorithms in return of their data. Two types of storage
systems for such data store are possible.
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Our work open up a new way for individuals to have higher
level of control over their data and to use it to take better
decisions.
Approach discussed in this paper also has some challenges
that open up ways for future research work. We need to have
new set of data intensive services and privacy enabled
algorithms to implement all this. Interactive and better User
interfaces to allow users to better understand the risks
associated and monitoring and visualizing the data used by
other applications needs to be designed and implemented.
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