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Abstract: Biometric system comprises methods to examine the
unique physical or behavioral traits that can be used to
determine a person’s identity. Fundamentally, it is a pattern
recognition system which involves feature extraction and
comparison of these features against the template set in a
database. Multimodal biometric systems use more than one
trait for person recognition. These systems are becoming more
and more popular, even though they are complex than
unimodal system due to the fact that they offer more accurate
results in comparison to the unimodal systems. In this paper
we have made an attempt to provide an overview of the
different multimodal biometrics system and the fusion
techniques associated with them. Discussion is also being
made on the design issues, challenges and advantage of such
systems over unimodal biometric system.

•

•

Keywords: Multimodal, Biometrics, Fusion, Future biometrics
I.

INTRODUCTION

Identification systems can be grouped into three classes that is,
something we possess as in an ID cards, something we know,
and something unique about us [7]. Possessions (e.g., keys)
can be easily lost, forged, or duplicated. Knowledge can be
forgotten as well as shared, stolen, or guessed. Biometrics,
which is something unique about us, is intrinsically secure
since they are unique features the person has. The science of
biometrics is a solution to identify an individual and avoids the
problem faced by possession-based and knowledge-based
security approaches [7].
Moreover, unimodal biometric systems perform recognition
based on a single source of biometric trait [11]. These systems
are sometimes affected by the following problems [21][12] as
summarized below:
• Noisy Data: Noise is one of the factors which affect
the performance of a biometric data. These noises are
mainly due to the improperly maintained sensors.
This may lead to false rejection.
• Non-universality: Biometric data are supposed to be
universal in nature, which is the basic requirement for
a biometric identifier. This non-universality leads to
Failure to Enroll (FTE) and/or Failure to capture
(FTC) errors in a biometric system.
• Non-individuality: A small proportion of the
population can have nearly identical facial
appearance due to genetic factors (e.g, mother and

daughter, father and son, identical twins etc.)This
lack of individuality increases the False Match Rate
(FMR) of a biometric system.
Non-invariant representation: The intra-class
variations due to improper interaction of the user with
the sensor(e.g., changes due to angle, translation, and
pressure applied when the user places his finger on a
fingerprint sensor, changes in the pose and expression
when the user stands in front of a camera etc.), use of
different sensors during enrolment and verification,
changes in the ambient environment conditions and
also the inherent changes in the biometric trait (e.g.,
wrinkles, scars) are the causes of non-invariant
representations. These variations usually increase the
False Non-Match Rate (FNMR) of a biometric
system.
Finally, unimodal systems are very susceptible to
spoofing, wherein the data can be imitated or forged
e.g. rubber fingerprints can be used to spoofing. In
case of face recognition, heavy make-ups and plastic
surgery may pose greater challenges, which could be
considered as a spoofing.

Due to these problems, the error rates associated with
unimodal system paves ways to design of high valued
Multimodal systems. Multimodal biometric systems use
more than one trait for person recognition. In order for the
biometrics to be very secure and to provide maximum
accuracy, more than one form of biometric identification
is required [19]. Hence the need arises for the use of
multimodal biometrics.
Discussed below are some of the popular biometric
modalities used for person identification and verification:
1.

Fingerprint: [18] History of fingerprint recognition dates
back more than 100 years [29]. Over the past few
decades, research and active use of fingerprint matching
and indexing have been developed drastically which has
also made our understanding of the power as well as
limitations of fingerprint recognition [29]. Constant
increase in the processing capabilities of processors and
memory at reduced cost, availability of cheap fingerprint
scanners and growing demand of security have definitely
lend to wider use and acceptance of this recognition
technology[8]. Due to the poor and latent quality of
fingerprint image, the technology fails to provide most
accurate results. In fact, when the ridge prominence is
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2.

3.

4.

5.

poor(especially for users engaged in heavy manual work
and elderly people), the fingers are too dry, or fingers are
improperly placed, most of the scanners produce poor
quality images, which still remains a challenge for further
improvement[29].
Voice: [28][34] Speech is a natural means of information
exchange between humans. It has been used in variety of
assistive contexts, including home computers, mobile
telephones, and various public and private telephone
services. Despite having lots of potentials and its growing
presence, commercial speech recognition technologies are
still not easily employed for individuals who have speech
or communication disorders [28]. While such disorders
are common in older adults, there has been relatively little
research on automatic speech recognition performance
with older adults. Also, human emotional experience is so
varied that accurate simulation or recognition of
emotional states is usually impractical [15].
DNA: The Deoxyribonucleic Acid (DNA) is present in
nucleus of every cell in human body and therefore a
highly stable biometric identifier that represents
physiological characteristics [10]. The DNA structure of
every human being is unique, except from identical twins,
and is composed of genes that determine physical
characteristics (like eye or hair colour). Human DNA
samples can be acquired from a wide variety of sources;
from hair, finger nails, saliva and blood samples.
However DNA matching process is expensive, time
consuming and therefore not yet suitable for large scale
biometrics applications for civilian use [10].
Face: Humans often use faces to recognize individuals
and advancements in computing capability over the past
few decades now enable similar recognitions
automatically [1]. Early face recognition algorithms used
simple geometric models, but the recognition process has
now matured into a science of sophisticated mathematical
representations and matching processes [32]. Major
advancements and initiatives in the past years have
propelled face recognition technology into the spotlight
[2]. Face recognition can be used for both verification and
identification. An excellent survey of existing face
recognition technologies and challenges is given by Stan
Z. Li. [1]. The problems associated with illumination,
gesture, facial makeup, occlusion, and pose variations
adversely affect the recognition performance. While face
recognition is non-intrusive, has high user acceptance, and
provides acceptable levels of recognition performance in
controlled environments, robust face recognition in nonideal situations continues to pose challenges [32]. This of
course is minimized a little by 3D technologies [2].
Iris [9]: Iris recognition is one of the most reliable and
accurate biometric identification systems available. The
iris is an externally visible, yet protected organ whose
unique epigenetic pattern remains stable throughout adult
life [8]. Most commercial iris recognition systems use
patented algorithms developed by Daugman [3], and these
algorithms are able to produce perfect recognition rates.

6.

However, published results have usually been produced
under favourable conditions, and there have been no
independent trials of the technology. The iris is a thin
circular diaphragm, which lies between the cornea and the
lens of the human eye [3].The iris is perforated close to its
centre by a circular aperture known as the pupil. The
function of the iris is to control the amount of light
entering through the pupil, and this is done by the
sphincter and the dilator muscles, which adjust the size of
the pupil [8]. The average diameter of the iris is 12 mm,
and the pupil size can vary from 10% to 80% of the iris
diameter [26].
Conjunctival Vasculature: A new biometric indicator
based on the patterns of conjunctival vasculature was
initially proposed by Reza Derakhshani et.al. [22].
Conjunctival vessels can be observed on the visible part
of the sclera that is exposed to the outside world. These
vessels demonstrate rich and specific details in visible
light, and can be easily photographed using a regular
digital camera [22]. In the paper they discussed the
methods for conjunctival imaging, pre-processing, and
feature extraction in order to derive a suitable conjunctival
vascular template for biometric authentication.
Experimental results suggest the potential of using
conjunctival vasculature as a biometric measure [22].
However, the recognition accuracy of individual
biometric traits outlined above may not be adequate to
meet the requirements of some high security applications.
Hence there is a need for the multimodal biometric
systems. In this system, more than one trait is combined
to achieve greater accuracy [23]. Another advantage of
multimodal systems is that it can potentially offer
protection against spoof attacks, because it would be
extremely difficult to spoof multiple modalities
simultaneously[23] [27].
II.

OPERATIONAL MODES:

There are three different modes of operation in a multimodal
biometric system. They are as discussed in [25]:
• Serial Mode: In this mode, the output of one
modality is exclusively used to narrow down the
number of possible identities before the next modality
is used. Therefore, multiple traits do not have to be
acquired simultaneously. Also, decision could be
reached at before acquiring all the traits that would
reduce the recognition time which is a major requisite
in real time systems.
• Parallel Mode: Such modes use multiple traits
simultaneously for the recognition process.
• Hierarchical Mode: Individual classifiers are
combined in a treelike structure in this mode. Such
modes are useful and relevant in the situations where
the number of classifiers is large.
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III.

ISSUES RELATED

TO DESIGNING

When a multimodal biometric system is designed, it
is important to consider application scenario. The
literature is rich in the designing aspects of
multimodal biometrics differing in terms of [17]:
• Architecture
• Choice of biometric modality
• Total number of modalities to be fused
• Level at which evidences are accumulated
• Level and methods used for fusion
• Safe and user friendliness
• Cost verses the matching performances
• Level of security and reliability
• Verification Vs Identification mode
• Assigning weights to biometrics
• Multimodal database
Accuracy is the factor which determines the
performance of any biometric system. False Accept
Rate (FAR) and False Reject Rate (FRR) are the two
widely used benchmarks to determine the accuracy of
a system. FAR is the number of imposters who are
incorrectly granted access and FRR is the number of
authorised users who are incorrectly denied access
[17].
IV.

FUSION IN MULTIMODAL BIOMETRIC SYSTEMS:

In case of multimodal biometric systems, there are four
possible levels of fusion. They are [16]:
• Sensor level fusion: In sensor level fusion, it
fuses the biometrics traits coming from sensors
like fingerprint scanner, video camera, iris
scanner etc., to form a complete biometric trait.
•

Feature level fusion: In feature level fusion
signal coming from different biometric channels
are first processed, and feature vectors are
extracted separately, using specific fusion
algorithm these feature vectors are combined to
form a composite feature vector. This composite
feature vector is then used for classification
process.

•

Matching score level: Here, rather than
combining the feature vector, it is separately
processed and individual matching score is
found, then depending on the accuracy of each
biometric channel fusion is done at matching
level to find combined matching score which
will be further used for classification.

•

Decision level fusion: Each modality is initially
classified independently. The final classification
is based on the fusion of the outputs of the
different modalities.

•

[13] They have combined the modalities for
speech and signature, the fusion technique
adopted by them is matching score level of
fusion using product of likelihood [35]. Matcher
scores are simply added with no normalization.
The scores are neither rescaled, nor weighted to
account for different in matcher accuracy.

Some of the other techniques like sum rule, z-norm
have been used for comparison with their results,
which has shown that product of likelihood gives
better results.
• [31] They have used tanh technique for the
matching scores. This robust and efficient
method was introduced by Hampel et al [11] and
it works well with noisy training scores. In their
study, combination of face and iris scores based
on the product and sum rules is used to fuse the
normalized scores. Compared to product rule,
usually sum rule is more efficient to meet the
requirement especially under circumstances with
high level of noise. They have compared their
face-iris multimodal system with unimodal
system
using
ROC(Receiver
Operator
Characteristics) analysis. False Accept Rate
(FAR) and False Reject Rate (FRR) are used as
functions of decision threshold which controls
the trade-off of these two error rates. The
unimodal system (face and iris) methods achieve
the performance of 2% EER (equal error rate).
The multimodal face and iris method achieve a
performance of 0.525% EER. This clearly
indicates that the multimodal systems drastically
improve the system performance.
•

[33] Their work presents an investigation into the
fusion of face and iris biometric from a single
sensor. They have presented a multi biometric
framework that utilises both multi-sample and
multi modal fusion techniques to improve
recognition rates. In their experiments the
combination of face and iris modality via match
score summation provided a 5.4% increase in the
recognition rate over the best single modality
approach that was tested.

•

[30] They have designed & built an identity
verification system based on the fusion of face
and iris data. The two strategies being used for
fusion (i) weighted/unweighted summation of the
outputs (ii) treating the classifiers as 2D feature
vector, and using a Fisher discriminant analysis
classifier and a neural network classifier. Fusion
based on the RBF neural network produced the
highest verification accuracy. They found that
weighted sum rule is the best approach when
compared with the sum rule and fisher rule.
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•

•

[6] They have adopted fusion at the matching
score level. The result they achieved was found
to be very encouraging and promising for the
research in this field. The overall accuracy of the
system is more than 99%. With EER less than
1.21%. They also argue and provide evidence
that multimodal system performs better as
compared to unimodal biometrics with accuracy
of more than 97%.
[5] In this paper, they have proposed multimodal
biometric algorithm for face and iris. The
algorithm proposed first extract face feature
based on eigenface method and iris feature using
2D even Gabor filter and then they adopted Zscore normalization model to eliminate the
difference of the order of magnitude and the
distribution between face features and iris
features. The normalized features are combined
in series and take Euclidean distance as a
classifier. Their experiments show that the
algorithm proposed improves the performance of
two unimodal biometrics combined and
outperforms sum rule fusion and weighted sum
rule fusion.

•

[18] In this paper, they have presented
techniques for performing multibiometric fusion
at the rank level. By incorporating quality
information in the fusion rule, it was observed
that the performance of rank-level fusion
schemes can be significantly improved. In
particular following two observation were made:
(i) the performance of classical rank-based fusion
schemes is degraded upon encountering poor
quality input data; and (ii) by incorporating the
quality factors in the fusion schemes, the
performance of rank-level fusion can be
substantially improved thereby indicating the
importance of proposed modification systems.

•

[24] In this paper they proposed computationally
efficient biometric fusion information from
biometric images into a single composite image
using
multi-level
discrete
wavelet
transformation. The proposed algorithm, as they
argue, not only reduces the memory requirement
by 75%, but is also resistant to common
tampering attacks such as smoothing, cropping &
filtering. The qualitative validation process
establishes that the integrity of the biometric
features used for personal verification system is
not compromised. The effectiveness of the fusion
algorithm is experimentally validated by
computing the matching scores and the equal
error rated before fusion, after reconstruction of
biometric images, and when the composite fused

image is subjected to both frequency and
geometry attacks.
•

[14] They have presented for the first time, a low
cost and usable multimodal system based on
keystroke dynamics and 2D face recognition.
Different fusion methods have been seen tested
on a database containing two kinds of biometric
template for 100 users. The various different
fusion methods which have been used are min,
max, mul, sum, weighted sum configured with
genetic algorithm and two 2D face recognition
ones. This system, they argued and proved the
overall performance of the system. The EER for
the proposed fusion system provide the result of
2.22% on ROC.

•

[4] In this paper they have showed that face and
signature based bimodal biometric system can
improve the accuracy rate about 10%, than single
face/signature based biometric system. They
have adopted matching score level fusion, and
have used simple sum rule fusion technique
based on face and signature trait of the user.

•

[20] They proposed that a framework for the
optimal combination of match scores that is
based on the likelihood ratio test. The
distributions of genuine and impostor match
scores are modelled as finite Gaussian mixture
model. The proposed fusion approach is general
in its ability to handle 1) discrete values in
biometric match score distributions, 2) arbitrary
scales and distributions of match scores, 3)
correlation between the scores of multiple
matchers, and 4) sample quality of multiple
biometric sources. Experiments on three
multibiometric databases indicate that the
proposed fusion framework achieves consistently
high performance compared to commonly used
score fusion techniques based on score
transformation and classification.
It has been observed that fusion at matching score
level is the most popular due to its ease in accessing
and consolidating matching scores. Performance gain
is also drastically prominent when uncorrelated traits
are used in a multimodal system [36].Also,
combination of Face and iris identification have been
employed in various biometric applications due to its
various advantages over other biometric traits.
V.

CHALLENGES

Based on the information/facts detailed in the
previous sections, several challenges in designing
multimodal system come out to be prominent. They
are observed [36] as follows:
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•

The sensors that have been used must be versatile
enough to show consistency in various operating
environment. Also, settings of sensors could be
adjusted to provide optimal data.

•

Strong hold on the understanding of biometric
technologies would pave way to better design.

•

Requirements for operation of the system and the
privacy principles to ensure beneficial public debate
on where and how biometric system should be used,
enhancing public confidence in biometric technology
and safeguard personal information.

•

The other aspect to be considered is by enhancing
matching algorithms, the system could be made more
powerful.

•

Scalability improvement and quality measures to
assist decision making in matching process.

•

Open standards for biometric data interchange
formats, file formats, application interface, testing
methodology, adoption of standard based solutions,
guidelines for auditing biometric system and records.
VI.

CONCLUSION:

This paper presents the various issues of multimodal
biometric systems. The various popular biometric
modalities have been discussed in brief. Combining various
modalities for identification and verification system would
definitely improve the performance. Various fusion levels
used in the multimodal systems are discussed, leading to the
fact that the more diverse the traits are the more efficient
system becomes. It has been observed that fusion at the
match score level is the most popular fusion method owing
to the fact that it is easier to access and combine matching
scores. Also, it became evident that the most widely chosen
modality are face and iris because of face is one of the
biometric traits that possess the merit of both high
connivance to acquire and has very low intrusiveness. Also,
iris recognition technology has been proved to be the most
accurate.
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