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Abstract:  Intrusion detection consists of actions 

for detection of illegal activity of (intruders) system that 
recognize the intruders. Some important intrusion 
avoidance activities are writing and implementing good 
activity information security rule, planning and performing 
effectual information security programs, installing and 
testing technology-based information security system for 
counting intruders activities such as intrusion detection and 
prevention systems. In Information security intrusion 
detection systems (IDS) works like a burglar alarm in that it 
detects devastation and activates an alarm or system 
response such as sending message about intruder. Recently 
new technology for IDS systems is the intrusion prevention 
system (IPS), which can detect an intrusion and also 
prevent that intrusion from attacking the organization. 
There is a system called intrusion detection/prevention 
system (IDPS).Recently Snort is a very useful tool for 
Network based Intrusion detection. A Snort is tool which 
can use for collecting log and activities of intruder over the 
computer system. After collecting logs and activities of 
system user. By using data analysis Intruder is find out. 

Keywords: Intruder, prevention, activities, quartile, 
deviation, abnormal 
Introduction: 

Intrusion Detection System collects 
information from a collection of system and network 
sources, and then examines the information for secret 
code of intrusion (attacks coming from outside the 
organization) and misuse (attacks from inside the 
organization.)  
Intrusion detection systems help computer systems 
prepare for and deal with attacks. They collect 
information from a variety of vantage points within 
computer systems and networks, and analyze this 
information for security problems. Susceptibility 
assessment systems check systems and networks for 
system problems and configuration errors that 
represent security vulnerabilities. Both intrusion 
detection and vulnerability assessment technologies 
allow organizations to protect themselves from losses 
associated with network security problems.  

Intrusion detection is a set of techniques and 
methods that are used to detect suspicious activity 
both at the network and host level. Intrusion detection 
systems (NIDSs) that passively monitor a network 

link are the ability of a skilled attacker to evade 
detection by exploiting ambiguities in the traffic 
stream as seen by the NIDS [1]. 

Intrusion detection systems fall into two 
basic categories: signature-based intrusion detection 
systems and anomaly detection systems. Intruders 
have signatures, like computer viruses, that can be 
detected using software. You try to find data packets 
that contain any known intrusion-related signatures 
or anomalies related to Internet protocols. Based 
upon a set of signatures and rules, the detection 
system is able to find and log suspicious activity and 
generate alerts. Anomaly-based intrusion detection 
usually depends on packet anomalies present in 
protocol header parts. In some cases these methods 
produce better results compared to signature-based 
IDS. Usually an intrusion detection system captures 
data from the network and applies its rules to that 
data or detects anomalies in it. Snort is primarily a 
rule-based IDS, however input plug-ins are present to 
detect anomalies in protocol headers. 

For intrusion detection Snort is applicable, 
This snort tool is a freeware tool which collects all 
system logs which helps to find out Intruder in the 
current system or Network, Snort uses rules stored in 
text files that can be modified by a text editor. Rules 
are grouped in categories. Rules belonging to each 
category are stored in separate files. These files are 
then included in a main configuration file called snort 
.conf. Snort reads these rules at the start-up time and 
builds internal data structures or chains to apply these 
rules to captured data. Finding signatures and using 
them in rules is a problematic work, since the more 
rules you use, the more processing power is required 
to process captured data in real time. It is important 
to implement as many signatures as you can use as 
few rules as possible. Snort comes with a rich set of 
pre-defined rules to detect intrusion activity and you 
are free to add your own rules at will. You can also 
remove some of the built-in rules to avoid false 
alarms. 

This document explains how intrusion 
detection and vulnerability assessment products fit 
into the overall construction of security products. It 
includes case histories outlining scenarios in which 
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the products have been used by customer 
organizations. Finally, the concepts and definitions 
section provides information about product features, 
explaining why they represent effective 
countermeasures to hacking and misuse. Protecting 
important information systems and networks is a 
multifaceted operation, with many tradeoffs and 
considerations. The effectiveness of any security 
solution approach depends on selecting the right 
products with the right combination of features for 
the system environment one wishes to protect. In this 
document, we provide the information one needs in 
order to be a ability client in the areas of intrusion 
detection and vulnerability assessment. 
 
NEED FOR INTRUSION DETECTION 
 

A computer system should provide 
confidentiality, integrity and assurance against denial 
of service. However, due to increased connectivity 
with the network like Internet and the vast range of 
financial possibilities that are opening up, more and 
more systems are subject to attack by intruders. If 
there are attacks on a system, we would like to detect 
them as soon as possible (preferably in real-time) and 
take appropriate action. Intrusion detection is very 
important to make data secure. This is essentially 
what an Intrusion Detection System (IDS) does. An 
IDS does not usually take preventive measures when 
an attack is detected; it is a reactive rather than pro-
active agent. It plays the role of an informer.  

When we are working on the Internet it 
becomes our responsibility make our network more 
secure by using Network monitoring tools and 
making security settings and there are several other 
reasons to use an Intrusion Detection System.  

o To detect attacks that are not 
prevented by other security 
measures 

o To detect and deal with attacks 
o To perform as quality organize for 

security design and administration, 
especially of large and complex 
enterprises 

o To provide useful information 
about intrusions that do take place, 
allowing improved finding, 
improvement, and correction of 
contributing factors. 

Who Misusing the System 

There are two terms to explain the intruder: hacker 
and cracker. A hacker is a basic term for a person 

who likes getting into things. The benign hacker is 
the person who likes to get into his/her own computer 
and understand how it works. The malicious hacker is 
the person who likes getting into other people's 
systems. The benign hackers wish that the media 
would stop bad-mouthing all hackers and use the 
term 'cracker' as an alternative.  

Following are the types of intrusion detection 
systems:- 

i. Intrusion Detection System or IDS 
is software, hardware or 
combination of both 

used to detect intruder activity. Snort is an open 
source IDS available to the general public. IDS 
software’s are available with different facilities. 
There are two general methodologies of detection: 
misuse and anomaly detection [5,6].  

ii.    Network IDS or NIDS: NIDS are 
intrusion detection systems that capture data packets 
traveling on the network media e.g. data transmission 
cables & wireless, an alert is generated or the packet 
is logged to a file or database. One major use of Snort 
is as a NIDS. A fundamental problem for network 
intrusion detection systems (NIDSs) that passively 
monitor a network link is  the ability of a skilled 
attacker to evade detection by exploiting ambiguities 
in the traffic stream as seen by the NIDS [1]. NIDS 
can eliminate much of the ambiguity if it has access 
to a sufficiently rich database cataloging the 
particulars of all of the end-system protocol 
implementations and the network topology. [2] 
Network intrusion detection systems (NIDSs) that 
passively monitor a network link is the ability of a 
skilled attacker to evade detection by exploiting 
ambiguities in the traffic stream as seen by the NIDS 
[3]. 

iii. Host IDS or HIDS: Host-based intrusion 
detection systems or HIDS are installed as agents on 
a host. These intrusion detection systems can look 
into system and application log files to detect any 
intruder activity. Some of these systems are reactive, 
meaning that they inform you only when something 
has happened. Some HIDS are proactive; they can 
sniff the network traffic coming to a particular host 
on which the HIDS is installed and alert you in real 
time. HIDS(host intrusion detection systems) take a 
different approach to detecting attacks, they look at 
each host separately. HIDS must be deployed on each 
system that is to be protected. HIDS have similar 
methods for detecting and identifying attacks. [4] 
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iv. Signatures: A signature is used to detect one or 
multiple types of attacks. e.g. packet going to your 
web server may indicate an intruder activity. 
Signatures may be present in different parts of a data 
packet depending upon the nature of the attack. e.g. 
you can find signatures in the IP header, transport 
layer header (TCP or UDP header) and/or application 
layer header or payload. v. Alerts: Alerts are any sort 
of user notification of an intruder activity. When an  
IDS detects An intruder, it has to inform security 
administrator about this using alerts. Alerts may be in 
the form of pop-up windows, logging to a console, 
sending e-mail and so on. Alerts are also stored in log 
files or databases where they can be viewed later on 
by security experts. Snort can also send the same 
alert to multiple destinations.  

vi. Logs: The log messages are usually saved in file. 
By default Snort saves these messages under 
snort\log directory. However, the location of log 
messages can be changed using the command line 
switch when starting Snort. Log messages can be 
saved either in text or binary format. The binary files 
can be viewed later on using Snort or tcpdump 
program. A new tool called Barnyard is also available 
now to analyze binary log files generated by Snort. 
Logging in binary format is faster because it saves 
some formatting overhead. In high-speed Snort 
implementations, logging in binary mode is 
necessary. 

Intruders can be classified into two categories.  

Outsiders: Intruders from outside your network, and 
who may attack you external presence (forward spam 
through e-mail servers, etc.). They may also attempt 
to go around the firewall to attack machines on the 
internal network. Outside intruders may come from 
the Internet, dial-up lines, physical break-ins, or from 
partner (vendor, customer, reseller, etc.) network that 
is linked to your corporate network.  

Insiders: Intruders that legally use your internal 
network. These include users who misuse privileges 
(who masquerade as higher privileged users (such as 
using someone else's terminal). A frequently quoted 
statistic is that 80% of security breaches are 
committing by insiders. 

Design of Experimentation:  
For our Research Experiment we have setup small 
Computer Network and following equipments we 
have chosen managed switch with local ip address 
172.16.12.100  
Make: DIGISOL DG-GS4528S is a managed 
stackable Gigabit Ethernet the general configuration 
of this switch is 

Six systems are used to setup our research experiment.  

 
 

System Hardware Configuration: 

Initially the behaviors (historical based) of the users 
which are using these machines are observed on 
following merits for one month. 

• how much time they spend on the system 
• Which web sites are they frequently visited. 

• Which search engine is frequently used by 
the users? 

• What are their requirements while searching 
on net 

o Entertainment 
o Education 
o Adult 
o Official 
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o Business 
o Research Related 
o Social 

Depending on the observed data the rules for SNORT 
are manually designed for the implementation of the 
proposed practical work. 

We have used one dedicated system for installation 
of SNORT and which is working on same network. 
The system where snort is installed monitors all the 
incoming and outgoing data of the systems which are 
connected on the same network. 

The log was recorded on snort installed system. The 
experiment is carried out for the web sites which are 
in the rule file of Snort. We have created our own 
rules for some websites and these are used with snort 
for recording logs. The log is collected in  text 
(.CSV)  format.  

We have used different ports on each machine for 
packet capturing , e.g. 5,22 etc. 

The system wise analysis of the outcome of log 
which is recorded using SNORT is compared with 
the observed reading  which  are observed before 
implementation of the SNORT statistically. The 
observation and analysis of the result is totally 
depending on the behavior of the used on the visited 
web sites by the user after and before implementation 
of SNORT.  
 
Procedure for Data Analysis:  

Data analysis is an integral part of the 
experimental studies to understand, explore and make 

inferences from given data set. Such data sets are 
assumed normally distributed because most of the 
measurable things, variables in the nature are sprayed 
in normal distribution. Regression toward the mean is 
an idea that states values will tend to cluster around 
the mean with few values toward the trailing ends or 
“tails” of the distribution. As a result, most things we 
measure will tend to have a normal shape. 

The normal distribution is one that is 
unimodal and symmetric. The normal distribution 
consist two kinds of tendencies amongst which one is 
central tendency and another is variation. Mean, 
median and mode are the measures of central 
tendency and for a standard normal probability curve 
the values of mean, mode and median are one and 
same.  

A deviation from the mean is the difference 
between a score and the mean. So, when we say the 
sum of the deviations about the mean must always 
equal zero is just a way of saying that there are just as 
many differences between values above the mean and 
the center as there are differences between values 
below the mean and the center. 

Especially, mean and standard deviations are 
claimed to be most reliable measures because they 
are the product of mathematical operations and the 
impact of each value given in the data set. Therefore, 
these are the best descriptive measures but they are 
not competent to avoid the effect of extreme values 
and thus may fail to represent the group. For such as 
situation median and quartile deviation are most 
useful to describe the nature of data set. Quartiles are 
points in a distribution which divide that distribution 
into quarters. These quartiles are shown in Figure 1.1

 
Figure 1.1:  Normal distribution of data 
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The above figure 1.1 shows that a normally 
distributed data set is divided in symmetrically in 
four sections. Each section is called as a quartile 
which covers the 25 % of values in given data. Thus, 
the first quartile (Q1) is the 25th percentile. The 
second quartile (Q2) is the 50th percentile or the 
median. The 75th percentile is the third quartile (Q3). 
 The upper limit and lower limit of the 
distribution are calculated by means of coefficient of 
first and third quartile.  The first quartile is the 
median of the numbers located below the median; the 
third quartile is the median of the numbers above the 
median. The lower limit is the ratio of first quartile 
with sum of the data which is converted in to 
percentage by multiplying by 100. The upper limit is 
the ratio of third quartile with sum of the data which 
is converted in percentage by multiplying by 100. 

The boundary percentage of the data set (to identify 
the error tolerance capacity of the data set) is the 
average of upper limit percentage and lower limit 
percentage. The maxima and the minima of the 
distribution are calculated by adding and subtracting 
the boundary percentage value in to mean value 
respectively.   
 The values which fall in the within the 
maxima and minima indicate to be “normal” and the 
values beyond this boundary are identified as the 
“intrusions”.  

The critical regions for identification of the 
behavioral pattern (either “Normal” or “Intruder”) in 
a normal probability distribution of the data extracted 
from the log maintained during the experimentation 
period is shown in the figure given below. 

   
Figure 1.2 – Critical region for normal and intrusion values. 

 

 
The region of intrusion values lies on the both/ 
opposite sides of the distribution. The intrusion value 
lay in the in the positive side which is beyond the 
median value of forth quadrant. The boundary of 
maxima for normal behavior also lay at this side. 
However, the intrusion value lay in the in the 
negative side which is before the median value of 
first quadrant. The boundary of minima for normal 
behavior also lay at this side. 

On the basis of theoretical frame of data 
analysis discussed above researcher followed the 
procedure of data analysis in the steps given below. 
 
Conversion of Data in to Spread sheet: 

The day wise data regarding the users, IP 
addresses, Websites visited etc is converted from 
.CSV format into excel sheet using SNORT IDS tool 
and predefined rules. The spread sheet is shown in 
the following figure. 
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Figure 1.3 shows statistics analysis for log collection in  
 
Statistical and logical Operations:  

The statistical operations were applied to 
calculate the mean, SD, Boundary percentage etc. of 
the given data sets. Then, the logical operations were 
carried to identify “Normal” and “Intruder” by 
applying different association rules.  

Compilation of Results:  
The results obtained for each day were 

compiled after completion of experimentation period 
and they were put together for further analysis which 
is presented as following.  

 
Data Analysis and Results:  
The data of normal users and intruders obtained in the experimentation period is shown in the table given below.  

 Duration of the data  No. of normal 
users (Average)  

No. of intruders 
(Average)  

No. of intruders 
(Percentage)  

1 8 weeks 20 2 10 

2 6 weeks 18 3 16.7 

3 4 weeks 19 2 10.5 

4 2 weeks 21 2 9.5 

5 1 week 17 6 35.3 

6 3 days 22 1 4.5 

7 2 days 21 0 0 

8 1 day  18 0 0 

9 Average  (the difference of 
0.5 is neglected) 

20 2 10 
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The above table shows that the average of 
users is 20 amongst which average of intruders is 02 
(10%) .  The maximum frequency of intruders is 
found in the data set of one week. It is seen that when 
data set is small (one or two day ) , the  intruders 
were with zero frequency and when the data set 
becomes large ( 4 to 8 weeks) the intruders  lay in 
range of 02-03 (10 to 17%) but for a duration of one 

week the frequency of intruders found was 06 ( 
35%).  

For the purpose of comprehension of the 
usefulness of data set for identification of intruders 
the duration of the data and frequencies of intruders 
given in the table no. 1.1 are shown in the graph 
given below.

  

 
                                   Figure 1.4: Average intruder 
 

The graph show s the probability of finding 
maximum no. of intruders lays in the data set of one 
week than other small or larger durations’ set.  
Conclusion and Discussion:  

The data set with duration of the 1 week 
gives the more discriminating results for 
identification of normal users and intruders. This, 
phenomenon can be explained in the frame of normal 
distribution and behavioral sciences.  

We need a reference set of data to claim 
either normal or intruder. In a data set of one or two 
day every behavior is normal because they have no 
any reference set to categorize. Thus, the intruders 
can not be identified.  

When a data set becomes large (of few 
weeks) then many behaviors are gathered for 
reference but simultaneously size of category of 
normal also increases which expands the upper limit 
(Maxima shown in the fig. no.1.2) and reduces the 
lower limit (Minima shown in the fig. no.1.2). Thus, 
the critical regions for identification of intruders 
become smaller and it makes difficult to identify 
intruders. 

 It is observed that to find out the behavioral 
change of user from Normal to Intruder and vice 
versa can be asserted by using data set of last week as 
reference set rather than the data set of more than one 
week.   
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