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Abstract: In this paper we improves the security on
Hill cipher by using Quadratic residues of a prime
number p≥53. In Hill Cipher, a plain text is encrypted
using a fixed value ‘26’ during the computation. The
paper explains how using Quadratic residues during
encryption improves security.
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Terminology
Q (Z) P
Set of Quadratic residues of a prime number
P.
GL (n,Z) General linear group of degree ‘n’ over ‘Z’.
Outer key
The key matrix constructed from the
General linear group of degree n over Z over modulo
‘P”
Inner key Plain text vector

In cryptography Hill cipher [1] has been a prominent
block cipher. Considering only 26 alphabetic
characters ‘a’ to ‘z’, Hill developed a block cipher, the
encryption of which can be described by the equation
(1.1)

In section 2, definitions and theorems used
are mentioned.
In Section 3, the encryption
procedure is explained. In section 4, an example is
given, which explains the process. Section 5 concludes
with a summary of the work and its’ implications.

[2]

Let ‘m’ be a positive integer. ‘a’ is congruent to ‘b’
modulo ‘m’ if m | (a-b). Where a, b, m are integers,
symbolically a≡b (mod m).

A congruence of a form ax ≡ b (mod m), where ‘x’ is an
unknown integer, is called a linear congruence in one
variable.
Inverse of a modulo ‘m’

(1.2)

Where K-1 is the modular arithmetic inverse
key matrix K.

Congruence:

Linear congruence in one variable

Where K is a key matrix of size n X n, P is a plaintext
vector and C is the cipher text vector both having n
components. Decryption of cipher is carried out by
using the relation
P ≡ K-1C mod26…………..

In this paper our objective is to modify the Hill cipher
by introducing an additional key. To this end, we use
Quadratic residues of a prime number P≥53 to map
the characters of plain text to the set Q(Z)P . And
during encryption and decryption, modulo is taken
with respect to ‘P’ instead of ‘26’, as is the case with
Hill cipher. So, the private key space is (K, P), unlike
only K in Hill Cipher.

2 Definitions and Theorems

Introduction:

C ≡ KP mod 26,

S.Murali Krishna

of the

The brute force approach to break the cipher text is
infeasible, because the size of the key matrix ‘K’ is
large. However, the cipher text can be broken, if
plaintext and the corresponding cipher text are
known partially (approximately up to ‘n’ column
vectors).

Given an integer a with (a,m)=1, a solution of ax ≡ 1
(mod m) is called an Inverse of a modulo ‘m’.
System of linear congruence
Let A and B be n x k matrices with integer entries,
with (i,j)the entries aij and bij respectively. ‘A’ is
congruent to ‘B’ modulo ‘m’
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if ai j≡ bij (mod m) for all pairs (i,j) with 1 < i < n
and 1 < j < k .
Symbolically,
A ≡ B (mod m) if A is congruent to B modulo ‘m’.
Inverse of a matrix modulo ‘m’
If A and A are n x n matrices of integers and if A A

The substitution is determined by ‘m’ linear
equations in which each character is assigned a
distinct numerical value. These numeric values are
the quadratic residue values of a prime number ‘P’.
The number ‘P’ is chosen so that ‘P’ has at least 26
quadratic residues (considering only the English
lowercase alphabet). The characters are mapped one one to Q (Z) P.

order n, then A is said to be an inverse of A modulo
m.

However, the procedure has flexibility to consider
any prime greater than or equal to 53, unlike 26 in
Hill cipher. So the procedure can be carried over to
any plain text space.

Quadratic Residue

For m = 3, the system can be described as follows:

≡ A A ≡ I (mod m), where I is the identity matrix of

If ‘m’ is a positive integer, the integer ‘a’ is a quadratic
residue of ‘m’ if (a, m) = 1 and the congruence x2 ≡ a
(mod m) has a solution. If the congruence x2 ≡ a (mod
m) has no solution, then ‘a’ is defined as quadratic
non residue of ‘m’.

This can be expressed in terms of column vectors and

General linear group of degree ‘n’ over ‘Z’

matrices:

C1 ≡ (K11 P1 + K12 P2 + K13 P3) mod P
C2 ≡ (K21 P1 + K22 P2 + K23 P3) mod P
C3 ≡ (K31 P1 + K32 P2 + K33 P3) mod P

The set of Invertible matrices of order n over the set
of Integers of a matrix multiplicative group is called
“General linear group of degree ‘n’ over ‘Z’, denoted by
GL (n,Z).

C1

b.

P1

C2 ≡ K21 K22 K23

P2

K31 K32 K33

P3

C3

Theorems
a.

K11 K12 K13

If p is an odd prime, then there is exactly
(p-1)/2 quadratic residues of p and (p-1)/2
quadratic nonresidues of p among the
integers 1, 2… p-1.
If ‘A’ is an n x n matrix with integer
entries and m is a positive integer such
that (det A, m) = 1, then the matrix A =

∆ (adj A) is an inverse of A modulo m,
where ∆ is an inverse of ∆ = det A modulo

m.

mod P

(or)
C ≡ KP* mod P.
Where C & P* are column vectors of length 3,
representing the plain text and transferred matrix ,
and k is a 3 x 3 matrix, representing the encryption
key. Operations are performed with respect to mod P.
II. Description Algorithm:
First find the inverse of matrix K of a matrix K is
applied to the transferred matrix C with respect to
mod p, then the plaintext is recovered.
3 Examples

3 Implementation details
I. Encryption Algorithm:
The encryption algorithm takes ‘m’ successive
plaintext letters and substitutes for these ‘m’ cipher
text letters [3].This cipher is a polygraphic
encipherment similar to Hill cipher.

Consider the prime number p=53, then we have 26
quadratic residue values, they are 1, 4, 6, 7, 9, 10, 11,
13, 15, 16, 17, 24, 25, 28, 29, 36, 37, 38, 40, 42, 43, 44,
46, 47, 49, 52.
A
1
O
29

B
4
P
36

C
6

D
7
Q
37

E
9
R
38

F
10
S
40

G
11
T
42

H
13
U
43

I
15
V
44

J
16
W
46

K
17
X
47

L
24
Y
49

M
25

N
28

Z
52
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To encipher the massage “STOP PAYMENT”, we
first split the message into blocks of three letters,
adding a final dummy letter x to fill out the last block.
We have plaintext blocks:
STO

PPH

YME

NTX

We translate these letters into their numerical
equivalents.
40 42 29 36 36 1 49 25 9
28 42 52

The deciphering process for this cipher system takes a
transferred matrix C and obtains a plain text blocks
using the transformation.
P1

c1

P2 ≡ A c2
P3

mod 53

c3

⎡5 3 6 ⎤
⎢
⎥
By using encryption key k = 1 2 3 we obtain
⎢
⎥
⎢⎣2 3 4⎥⎦
the first block of plain text is converted in the
following way;
C1

5 3 6

C2 ≡ 1 2 3
C3

2 3 4

40
42 mod 53
29

C10 = 48, C11 = 3, C12 = 19
There fore the blocks of cipher text is
C11 = 40, C12 = 52, C13 = 4

42,

C112 =

52

Enciphering the entire plain text message in the same
manner, we obtain the cipher text message.
29

36

25

49 25 9 28

48 52

Translating this message into letters, we have our
cipher text message.
SXB

OPM

32

23

41

⎡ 19 7 ⎤ ⎡ 10 21⎤
A ⎢
⎥≡⎢
⎥
⎣ 7 4⎦ ⎣ 23 25⎦

C17 = 49, C18 = 25, C19 = 9

4

23

Equation

C14 = 29, C15 = 36, C16 = 25

52

9

For example according to some counts, the most
common blocks of size 2 in English are ‘TH’ followed
closely by ‘HE’. If a Hill digraph cipher system has
been employed and the most common digraph is ‘KX’
followed by ‘VZ’ one can guess that the cipher text
digraph ‘KX’ and ‘VZ’ corresponds to ‘TH’ and ‘HE’
respectively. This would mean that 19 7 and 7 4 are
send to 10 23 and 21 25 respectively. If ‘A’ is the
enciphering matrix this implies that

C7 = 3 , C8 =20, C9 = 50

24

42

Polygraphic ciphers operating with blocks of size ‘n’
are vulnerable to cryptanalysis based on frequencies
of bocks of size ‘n’ ( for small n < 6)

C4 = 29, C5 = 5, C6 = 25

28,

43

Security Analysis

Similarly we get

C111 =

20

Where, A =

C1 = 23, C2 = 52, C3 = 4

C110 =

32

YME

NTX

Since

⎡ 4 19⎤
⎢ 19 19⎥
⎣
⎦

(mod 26)

is an inverse of

⎡ 19 7 ⎤
⎢ 7 4⎥
⎣
⎦

(mod 26), we

find that

⎡ 10 21⎤ ⎡ 4 19⎤ ⎡ 23 17 ⎤
A≡ ⎢
⎥ ⎢
⎥≡⎢
⎥
⎣ 23 25⎦ ⎣ 19 19⎦ ⎣ 21 2 ⎦

(mod 26)
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This gives the possible key. After attempting to
decipher the cipher text using

⎡2 9⎤
A =⎢
⎥
⎣ 5 23⎦

to

transform the cipher text, one would know whether
the guess was correct or not.
The procedure described in Section 3, achieves more
security by taking a variable ‘P’ instead of fixed value
26.
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4 Conclusions
The decryption is possible only when outer key and
private are known. Hence, the algorithm is less
vulnerable to ‘Known Plain Text’ methods of attack.
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